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PRIVACY C?MMITMENT GUIDING I:’RINCIPLES
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The Town of Nanton recognizes that privacy protection is a shared r\@)
I

responsibility. Council, Administration, employees, contractors,

and service providers all play an important role in ensuring

@ ACCOUNTABILITY @

ersonal information is collected, used, disclosed, retained, and We take responsibility Q Q
P S,
. . p . . for protecting personal
rotected in accordance with applicable legislation. P SR
P PP € PUBLIC TRUST iofonatioh sndiu TRANSPARENCY
decisions.
We earn and maintain We are open and clear

Through its Privacy Management Program, the Town is committed to:

public trust through about how we collect,

responsible and use, and protect

personal information.

respectful information
o Protecting personal information throughout its lifecycle. management.
7

0 Maintaining compliance with POPA, ATIA, and
related legislation.

o Building privacy considerations into municipal CONTINUOUS PRIVACY
programs, services, technologies, and decision- IMPROVEMENT BY DESIGN
making processes. We regularly review We build privacy

and enhance our considerations into
o . i Qur programs,

o Providing transparency regarding how personal Practicesiioacapt B
- - - to change and services, and
information is managed. el CracasseRifrom

COMPLIANCE SECURITY e seat.

0 Promoting accountability and responsible
] ) ] ) We follow applicable laws, We protect personal
information handlmg practices. policies, and standards information through

and meet our privacy strong safeguards
o Continuously improving privacy controls and safeguards. PRgEt oS BNC SO Pretose




Privacy Governance
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Council
provides governance oversight.
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Privacy COUNCIL 4" Chief Administrative Officer

protection is e / * BN as Head of the Public Body (or designate),
a shared £ :Q; . CHIEF ...  maintains overall accountability for
'] o7 v/ ADMINISTRATIVE compliance with privacy legislation.
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Privacy Officer
coordinates and administers
the Privacy Management Program.
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) O @® DEPARTMENT MANAGERS

.n‘ & SUPERVISORS

Department Managers & Supervisors

provide operational oversight and
support privacy compliance within
their departments.

e0o. Employees, Contractors,
| P4 = EMPLOYEES, CONTRACTORS, / Volunteers & Service Providers
‘. Mm | VOLUNTEERS & SERVICE PROVIDERS

protect personal information and
comply with privacy requirements
in their day-to-day activities.
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Legislation

On June 11, 2025, Alberta's Freedom
of Information and Protection of
Privacy Act (FOIP) was repealed and
replaced by two separate statutes:
the Access to Information Act (ATIA)
and the Protection of Privacy Act
(POPA).

The Access to Information Act
establishes a right of access to records

in the custody or under the control of
public bodies, subject to limited and
specific exceptions. The Act also
provides individuals with a right to access
their own personal information, request
corrections to personal information,

and seek an independent review of
decisions made by a public body through
the Office of the Information and
Privacy Commissioner (OIPC).

The Protection of Privacy Act
establishes rules governing the collection,
use, disclosure, retention, protection, and
disposal of personal information by public
bodies. POPA also requires public bodies
to implement and maintain a Privacy
Management Program appropriate to the
volume and sensitivity of the personal
information in their custody or under

their control.
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Legislation and Policies

Privacy
Management
Program
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An overarching framework that
establishes privacy practices,
assigns responsibilities, and
ensures compliance with
legislation. It guides, supports,
and is operationalized through
governance policies and
operational procedures.
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Access, Privacy & Routine Disclosure Policy

Information Security & Acceptable
Technology Use Policy

Al & Automated Systems Governance Policy

Information Sharing & Service Provider Standard

Surveillance Policy

Privacy Breach & Incident Response Procedure

Privacy Impact Assessment and
Risk Management Procedure

Records Retention & Secure
Destruction Procedure




N (Collection, Retention and
Disposition of Personal Information

S

Every day, the Town of Nanton collects and manages personal THE INFORMATION LIFECYCLE

information to deliver municipal services, support decision-making,

and serve the community effectively. Whether processing utility =
accounts, administering recreation programs, responding to

concerns, managing permits, or supporting municipal operations, u
the Town is committed to handling personal information COLLECT

responsibly and respectfully. Collect only the personal
information necessary for

— authorized purposes.

The Town collects only the personal information necessary to |: | ‘ ith @

carry out authorized municipal programs, services, and activities, ? n [
and ensures individuals are informed about why their information 11T
is being collected and how it will be used. DISPOSE

Dispose of personal
a information securely

USE

Use personal information
only for the purposes

when no longer it was collected.

Protecting privacy extends beyond collection. The Town manages required.
personal information throughout its entire lifecycle—from the

moment it is collected until it is securely destroyed or preserved in through every stage
accordance with legal, operational, and historical requirements. of its lifecycle.
Records are retained only as long as necessary to meet legislative,

UL
business, financial, and archival obligations and are disposed of in

a secure and responsible manner when no longer required.

Personal information is
managed responsibly

W RETAIN PROTECT

Retain personal information
Through strong records management practices, clear retention only as long as necessary ¢
requirements, and appropriate safeguards, the Town works to ==t ingel npemtatel
F 3 . 2 financial, and archival
ensure personal information remains accurate, secure, accessible
when needed, and protected throughout its lifecycle.

Protect personal
information with
appropriate safeguards.

requirements.
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. Personal Information Inventory

~

P < The Town is developing and maintaining a comprehensive inventory of
personal information collected, used, disclosed, stored, and retained

iﬂi across municipal departments.
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This inventory helps the Town:

Understand P~
what information
it holds.

Meet
legislative
requirements.

Identify

privacy risks.

Improve
accountability and
transparency.

Support
access requests and
correction requests.

By maintaining an accurate and up-to-date inventory, the Town ensures personal information
is managed responsibly, securely, and in compliance with privacy legislation.



Privacy Impact Assessments
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Privacy Impact Assessments (PlAs) are an important risk management tool used to identify, assess,
and mitigate privacy risks before implementing new initiatives or significant changes involving
personal information. A PIA is a structured review that examines how personal information will be
collected, used, disclosed, stored, protected, and disposed of, while identifying potential privacy,
security, operational, and compliance risks associated with a proposed program, service, technology,

system, or process.

N
The Town utilizes Privacy Impact Assessments

Under the Protecti f Pri Act (POPA), - : : -
D ol Ty At RO to evaluate privacy risks associated with:

Privacy Impact Assessments are required
for applicable initiatives implemented on or Sl e e
after June 11, 2025, when the legislation

came into force. ;
New technologies and software systems;

While existing programs and services Artificial intelligence and automated systems;
established prior to this date may not
require a PIA, the Town may undertake
assessments where significant changes , & :
. ; Surveillance and monitoring technologies; and
occur, or privacy risks warrant

further review.
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I@‘ Information-sharing arrangements;
=

Other initiatives involving personal information.




Information Se

Protecting personal information requires more
than policies and procedures—it requires a
coordinated approach that integrates privacy
and security into daily municipal operations. The
Town of Nanton is committed to implementing
administrative, physical, and technical safeqguards
designed to protect personal information from
unauthorized access, use, disclosure, alteration,
loss, theft, or destruction.

SAFEGUARDS IMPLEMENTED BY THE TOWN INCLUDE:

curity and Safeguards

V2

These safeguards help ensure personal
information remains secure throughout its
lifecycle and support the Town's ability to
maintain public trust, meet legislative
requirements, and reduce privacy and
cybersecurity risks.

Employee confidentiality and information
handling requirements;

Secure storage and protection of physical
and electronic records;

Access controls and user permissions
based on business need;

Cybersecurity measures and technology protections;

Records management and retention practices;

Monitoring, auditing, and risk management activities; and

Privacy and security requirements for contractors
and service providers.




M) Service Provider and

The Town of Nanton recognizes
. . that contractors, consultants,

software vendors, cloud service
‘ providers, and other third-party
service providers may collect,
access, use, store, disclose, or

manage personal information

on behalf of the municipality.

While these services may be provided by
external organizations, the Town remains
accountable for the protection of personal

information entrusted to it.

To support compliance with

legislative requirements and

: o reduce privacy risks, the Town
o incorporates privacy, security,

confidentiality, breach reporting,
and information management
requirements into applicable
agreements, contracts, and

These requirements help ensure third parties
understand their responsibilities and maintain
safeguards appropriate to the information
they handle.

informations-sharing arrangements.

&y Contractor Management
N

The Town's Privacy

A
onn

Management Program
establishes standards
for the selection,
oversight, and
management of service

providers to promote

responsible information handling.

These standards support compliance with
privacy legislation and protect personal
information throughout the duration

of the relationship.

KEY EXPECTATIONS FOR SERVICE PROVIDERS AND CONTRACTORS
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CONTRACT REQUIREMENTS

Privacy, security, confidentiality,

DUE DILIGENCE

Service providers are assessed

APPROPRIATE SAFEGUARDS

Providers must implement and

BREACH REPORTING ONGOING OVERSIGHT RETURN OR DISPOSAL

Providers must promptly inform The Town monitors and reviews Personal information must be

and breach reporting cbligations for their ability to protect maintain safeguards appropriate the Town of any privacy breach service providers to ensure returned or securely destroyed

are built into contracts. at the end of the contract.

personal information. to the information they handle. or security incident. ongoing compliance.




Education an
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Building a strong culture of privacy awareness is a key
component of the Town's Privacy Management Program.
Protecting personal information is not solely the responsibility
of one department or individual—it requires awareness,
understanding, and accountability across the organization

and among those who handle information on the Town's behalf.

The Town's privacy education and awareness program is
intended to support Council, employees, volunteers, contractors,
service providers, third-party partners, and other connected
organizations that collect, access, use, disclose, or manage
information in support of municipal operations. The objective

is to ensure privacy considerations become part of everyday
decision-making, service delivery, and information management
practices.

Awareness

The Town is developing a privacy
education program that includes:

Employee privacy awareness training;

Council education and governance awareness;

Department-specific guidance materials;

Privacy breach response training;

Access to information guidance;

Privacy resources for contractors, service providers,
and third-party partners; and

Ongoing privacy communications and resources.




Improving Privacy Practices

CONTINUOUS IMPROVEMENT
e

ﬁ that evolves alongside |egis|atic:n, technology, | |egi5|atiue amendmentgl new ‘technﬂlggiesr I
| v - and municipal operations. The Town of Nanton | — operational changes, emerging privacy and

Management Program to ensure it remains

v = ill regularly review and enhance its Privac | =7 e TEEEE :
‘ v - will regularly review and enhance I1ts Frivacy cybersecurity risks, audit findings, privacy
| incidents, lessons learned, and opportunities

I Privacy management IS an Dngoing commitment | ‘ REViEWS may be under‘taken in TEEPDI"ISE‘ to
|
|
| for improvement identified through ongoing |

effective, relevant, and aligned with legislative

| requirements and industry best practices. | monitoring and assessment activities.
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Legislative New Operational Emerging privacy Audit Privacy Lessons Opportunities for

amendments technologies changes and cybersecurity findings incidents learned improvement
risks
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By continually evaluating and strengthening its privacy practices, the Town seeks to

reduce risk, enhance accountability, improve service delivery, and maintain the confidence

of residents, employees, and stakeholders in the responsible management of personal information.




Questions?
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Email
communications@nanton.ca

@ Our Website
www.nanton.ca
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